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SOUTHWEST FLORIDA WATER MANAGEMENT DISTRICT  
IT ACCESS PRIVILEGES FOLLOW-UP AUDIT 

  

SUMMARY  

This is a follow-up audit to the IT access privileges finding from the AG Report No. 2019-001 

released July 2018 for the District.  The AG recommended the District should ensure that 

assigned access privileges restrict employees to only those functions necessary for their 

assigned job responsibilities and enforce an appropriate separation of incompatible duties.  To 

help monitor assigned access privileges, the District should establish procedures to periodically 

review the appropriateness of such privileges to ensure that employees do not access IT 

resources and functions that are incompatible with their assigned job responsibilities.  In 

addition, if an employee only requires occasional access to perform back-up duties, the access 

should be granted only for the time needed.  The OIG follow-up audit disclosed the District has 

taken corrective actions. 

 

BACKGROUND   

Authorized in 1972, the District protects and manages water resources in a sustainable manner 

for the continued welfare of the citizens across the 16 counties it serves.  The District is one of 

five water management districts created under the Florida Water Resources Act of 19721 and 

includes all or part of Charlotte, Citrus, Desoto, Hardee, Hernando, Highlands, Hillsborough, 

Lake, Levy, Manatee, Marion, Pasco, Pinellas, Polk, Sarasota, and Sumter Counties.  

Governance lies with a thirteen-member Board which consists of representatives from specific 

geographic areas within District boundaries.  Each member is appointed by the Governor and 

confirmed by the Senate.  An Executive Director is appointed by the Board, subject to approval 

by the Governor and confirmation by the Senate.    

 

District Governing Documents2 require, on an annual basis, a review of access privileges in the 

financial, human resources, and payroll systems.  The District uses CGI Skyward to process 

and report its finance transactions and UltiPro to process and report its human resources and 

payroll transactions.  Access controls are intended to protect data and information technology 

(IT) resources from unauthorized disclosure, modification, creation, or destruction.  Effective 

access controls provide employees access to IT resources based on a demonstrated need to 

view, change, add, or delete data. 

 

 
1 Chapter 373, Florida Statutes.  
2 Governing Document – Least Privilege  



 

IT Access Privileges Follow‐Up Audit – September 30, 2019 to February 28, 2020 
April 2020   Page 3  

FINDINGS AND RECOMMENDATIONS 

This report contains no findings or recommendations.  

 

PRIOR AUDIT FOLLOW-UP  

Based upon the objectives, scope, and methodology as documented below, the District 

has taken corrective actions for the IT access privileges finding per the AG in Report 

No. 2019-001. 

 

OBJECTIVES, SCOPE, AND METHODOLOGY   

The OIG conducted this follow-up audit for the period of September 30, 2019 to 

February 28, 2020 in accordance with Generally Accepted Government Auditing 

Standards (GAGAS).  Those standards require that the OIG plan and perform the audit 

to obtain sufficient, appropriate evidence to provide a reasonable basis for findings and 

conclusions based on the audit objectives.  The OIG believes that the evidence 

obtained provides a reasonable basis for findings and conclusions based on the audit 

objectives.  In addition, the IG is independent per the GAGAS requirements for internal 

auditors.   

 

The objectives of this operational audit were to:    

 Evaluate management’s performance in establishing and maintaining internal 
controls in accordance with applicable statutes, laws, rules, regulations, contracts, 
grant agreements, and other guidelines.  

 Examine internal controls designed and placed in operation to promote and 
encourage the achievement of management’s control objectives in the categories 
of compliance, economic and efficient operations, reliability of records and reports, 
the safeguarding of assets, and identify weaknesses in those controls.  

 Determine whether management had taken corrective action for, or was in the 
process of correcting, the AG’s IT access privileges finding from report No. 2019-
001.   
 

An audit by its nature does not include a review of all records and actions of entity 

management, staff, and vendors, and as a consequence, cannot be relied upon to 

identify all instances of noncompliance, fraud, waste, abuse, or inefficiency.   

Professional judgment has been used in determining significance and audit risk and in 

selecting the particular transactions, legal compliance matters, records, and controls 

considered.    
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In conducting the audit for the period of September 30, 2019 to February 28, 2020, the 
OIG:    

 Reviewed applicable statutes, policies, procedures and interviewed District staff to 
gain an understanding of the District’s operations and internal controls over IT 
access privileges. 

 Gained an understanding of the information systems for the CGI Advantage and 
UltiPro applications. 

 Evaluated the effectiveness of District policies and procedures relating to IT access 
privileges, to determine whether internal controls were designed properly and 
operating effectively.    

 Examined the District’s periodic reviews of access privileges assigned within the 
CGI Advantage and UltiPro applications. 

 Reviewed user access privileges assigned within the CGI Advantage and UltiPro 
applications to determine whether any employees who had separated from the 
District had access as of September 30, 2019.   

 Reviewed District procedures for maintaining and reviewing employee access to 
IT data and resources.  Examined access privileges to selected critical functions 
for 30 employees who had access to the CGI Advantage and UltiPro applications 
as of September 30, 2019 to determine the appropriateness and necessity of the 
access based on the employees’ job duties and user account functions and 
whether the access prevented the performance of incompatible duties.  Also, 
examined mitigating controls in place to determine the appropriateness of access.     

 Communicated on an interim basis with applicable officials. 

 Performed various other auditing procedures as necessary to accomplish the 
objectives of the audit.   

 




