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SIIBJECT: FOLLOW-UP AUDIT REPORT # Ar3orTF THE AUDITOR GENERAL'S
DEPARTMENT OF CORRECTIONS PRIOR AUDIT FOLLOW-UP AND OTHER
MATTERS OPERATIONAL AUDIT, REPORT #2012_195.

The Bureau of Internal Audit performed a follow-up audit to the Office of the Auditor General,s
Department of Corrections Prior Audit Follow-Up and Other Matters, Operationaf euait, nepo.t
Number zorz-r85 issued in June 2oro, The objectives of this follow-r,f, *"r" to determine the
corrective actions taken on reported audit findingi and whether actions taien achieved the desired
results as intended by management. The scope ofihe follow-up consisted of obtaining from the Officeof Procurement & Contract Management and Office of Institutions a written ,"rporrrE of action taken
to correct the reportedfinding We have eval nted the response to the findings and harre assessed ihatappropriate action has been taken to address the issues identified in the r"poi.
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BACKGROUND

The Department operates under the prwisions of Section zo.3r5 and Chapters g44, g4S,
9462 948, and 958, Florida Statutes. The purpose of the oepirrment is^to pioi"'.ftii"
pu-blic thrgugh the incarceration and supervision of offenders and to rehabilitate
offenders through the_ application .of workf pro€rams, and services. The o"putt-""t,
mission is to protect the public safety, ensure ttre safety of Department pers6nnel, andprolqe proper care and_ supervision of all offendeis under its jurisdiction while
assisting, as appropriate, their reentry into society.

In June 2or2, the Office of the Auditor General published a report, Department of
Corrections Prior Audit Follow-Up and Other Matters Operational Audil, neport *zorz-r85.

OBJECTTVES

Our follow-up objectives were to determine:
. what corrective actions were taken on reported audit findings, and
' whether actions taken achieved the desired results as intend-ed by management.

SCOPEAND METHODOLOGY

f' reguest was made to the Office of Procurement & Contract Management and Office ofInstifutions for a written response on the status of corrective actions"taken.

RESULTS OF FOLLOW-UP

Finding Nor 13 Department program areas did not always follow theDepartment's contract monitoring procedures.

Recommendation: In order to evaluate a provider's performance, the Departmentshould ensure that timely and consistent iontract monitoring and foffo*-"p u."performed in accordance with Department procedures and 
"ort 

u.T ptorririottr.
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Monogentent's Original Response: The Department concurs with the
recommendation that program areas shouldfollow the procedures established by the
Department in Procedure No. zo5.ot7, Contract Management and Monitoring, to
ensure that contract monitoring andfollout-up is performed timely and. consistenl{y to
ilentifu and correct potential prouider noncompliance or ronpnrftrmance. Execitiue
leadership wiII reiterate these requirements to program areas unil", their superaision.

Managernettt's lollow'Up Response: The Bureau of Contract Management snd
Monitoring agreed tha.t the program areas shouldfollow the procedures eitablished. in
Department Procedure No. zo5.ot3 "Contract Management and. Monitoring". This
response taas shared with members of Executiue Leadership to disseminate to their
r^espectiue program Qreas. To reinforce the importance offoliowing this procedure, aII
future contract management and monitoring training sessions conducied by buieai
staff taill include a segment on uarious pcrtJ of this p:rocedure in an effort ti instruct
contract managers and monitors oT_the^impo_rtance of consistent and timely
mana'gement/monitoring actiuities to identifu aid correct potentia/ issues and areis
of concern.

Filding No. 2: The Department did not ensure that motor vehicleinforrnation was accurately entered into the Equipment ManagementInformation System (EMIS) or that supportin! ho"..rrr".rtation wasmaintained.

Recommendation: We recommend that Department management continue to takethe necessary actions to ensure that required information is"input into EMIS in anaccurate and complete manner and that ail receipts and othei relevant supporting
documentation are maintained.

nlaV-agernent's Original Response: The Department will take actions to ensure
the ffirmation required t9 pe ifiutted. at each iistitution/facilita uiII be accurate andcomplete, and ue uiII reinforce the established DMS ,ui"t i" 

""oipi"ting the v"iiitn
Record for accuraca and releuant supporting documentation.

Managemertt's .Follow-(Ip Response: The Central Office fleet staff continues tosrress ro !9th regional andfiel! yaffthgimportance of ac{urate end ii;ely dara "itiinto the FLEET system_. 
-Itlgnthly imails aie sent to iegionat xa6 tnyor i"i inii ifmissing log entries and delinquent preuentiue maintenance actions.

Monthly regional calk are made express_ing the importance of entering accurate,appropriate and c_omplete informatton such as_receip{s and othei releuant supportingdocumentation- In addition during the monthly cius u"iiai i"qiiiidorr, iiipoiii{,a'ccurate inuentory listtngst o""rrii, record kieping, and administra.tiue issues aredisctrssed. Accuracy and timeliness in the sibirssron of daia is continuouslyemphasized.
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Finding No. 3: Department logical access controls related to critical
procurement information technolory systems (IT) needed enhancement.

Recommendation: We recommend that the Department strengthen pRS logical
access controls to reduce the risk of data and IT resource compromise.

Mo:nagentettt's-Origino/ Response: Since the time of this audit, the Bureau of
Procurement and Supply has uorked uith our internal personnel office to receiue the
separation report that is distributed euery S - S days. This--enables our pRS
Administrators to remoue separated_employbeiTroi theiystem. Additionally, pRi is
an intra_net sy,stem (internal netuork onl| and-qccess to {te PRS syste ^ ,rqiir"s that
an employee be able to -log-?n to the Department servers using th6ir nefiitork ID andpassword. l{hen IT disables an employee's network Userlb, that employee is ni
Ionger able to Qccess PRs.- Thergforg, eugn tf_gryoWees haue not been rem6uedfrom
PRS, they cannot access itfrom the time that-IT disoil"d their netutork ID.

Managentent's 
.Follow-U_p {espons e: The Bureau of Procurement & Supply worksuith our internal personnel office to *"tifu separated. employeet Vo^ the purchase

Requisitton system (PRs). Additionafu, Pns i{ an intranei systei (internal netuorkonly) and access to the sgstgm requiies that an employee 5e abli-to log-on to th.eDepartment seruers using their netu;ork ID and passiord. When IT "disables 
an

employee's network (JserID, that employee-is-no loiger able to accesspRs. Therefoie,
euen if 

-employeeg haue not been remoued from PfrS, they cannot iicess it froi thetime that IT disabled their nefiaork io. As the 6"port^"nl- 
^or", to theMyFloridaMarketPlace (MFMP) system ouer the next six minths, the pRS system taill

sunset but the same controls wilI apply to the new system.

'lhis follow-up audit tuas conclucted in accordance with the Intentational standords for professional p,ractice of Intemal Audrling crs prrblrbiredbL! the Institute of Internal Au.ditors. This follow<p ,a,uili uas conduc,ed bg xiniberly Jones, prafessional Acco,-tcu.t superuisor. pleaseacldress irrquiries resardins this repon to piut n. stict t""i, ini"li,riiiJ'ei,hiiii,'Zi'rdsl) 4ro_qrrr.


